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Agenda
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SCAP NGT

Goals

Provide background about CPE Dictionary
use at the NVD

Provide visibility into the CPE Dictionary
moderation process used within the NVD

Convey acceptance criteria guidelines
|dentify current and future process workflows
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SCAP NGT

Agenda Focus

» History
CPE Dictionary hosted by NVD
CPE Dictionary Management Process
Data Requirements
Submission Interface
Q&A
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WSCAR NIST

History

Transition to CPE at NVD
Pre-CPE — NVD proprietary product naming
CPE 2.1 — NVD implemented initial CPE support

SCAP 1.0 - CPE 2.2 — NVD identified as the
primary source of CPE names

SCAP 1.2 — CPE 2.3 — NVD updated support
based on SCAP requirements

Transition of CPE Dictionary Moderation
Responsibilities
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JSCAR NIST

Agenda Focus

History

» CPE Dictionary hosted by NVD
CPE Dictionary Management Process
Data Requirements
Submission Interface
Q&A
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USCA K NIST

CPE Dictionary hosted by NVD

Collection of CPE names
Input from public and private sector
Not comprehensive

CPE i1s a component of SCAP
Dictionary is a source for names

Downloadable Dictionary feed in XML format
Searchable web interface

As of today, 35,222 names in the Dictionary
International character support (titles)
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2009 to 2011 Dictionary Activity

W Deprecated Entries
® Modified Entries

2009

2010

11/01/2011

2011
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U_n.w« ~ NIST
2009 to 2011 Vendor & Product
Growth

® New Products
® New Vendors
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WSCAR NIST

State of CPE Dictionary

Since January 2010 the NVD has received

16,27-8 124 data submissions

10 11/01/2011 7th Annual ITSAC - Crystal City, Virginia



11

yCAF NIST

Agenda Focus

History
CPE Dictionary hosted by NVD
» CPE Dictionary Management Process
Data Requirements
Submission Interface
Q&A
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WSCAR
CPE Dictionary Management
Process

Community Engagement
Name Collection

Name Moderation
Name Publication
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PISCAR NIST

Community Engagement

® NIST engages with the CPE community to gather
CPE Name contributions

Community Engagement
Name Collection

Name Moderation
Name Publication
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JoOCAP NET

Name Collection

® NIST accepts contributions of CPE Names and
metadata in XML CPE Dictionary file format through the
email: cpe dictionary@nist.qov

Community Engagement
Name Collection

Name Moderation
Name Publication
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WSCAR NIST

Name Review

® NIST evaluates the community proposed names
based upon data requirements

Community Engagement
Name Collection

Name Moderation
Name Publication

15 11/01/2011 7th Annual ITSAC - Crystal City, Virginia




WSCAR NIST

16

Name Moderation

® NIST may revise submissions and propose revisions
to submitters based upon further research

Community Engagement

Name Collection
Name Review

Name Moderation

Name Publication
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WSCAR NIST

Name Publication

® Analyst imports the accepted name contribution into
the Dictionary

Community Engagement
Name Collection

Name Moderation
Name Publication
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WISCAR NIST

Agenda Focus

History

CPE Dictionary hosted by NVD

CPE Dictionary Management Process
» Data Requirements

Submission Interface

Q&A
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WSCAR NIST

Data Reqguirements — Consistency

To support the CPE matching feature consistency is
critical

Within a product line / family
Within a vendor
Within the Official CPE Dictionary
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SCAF NIST

Data Requirements — “MUSTS”

Submissions must:
Meet the naming requirements defined in the
specification
Meet the dictionary requirements defined in
the specification

Validate against the CPE Dictionary XML
schema
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WSCAR NIST
Data Requirements — “MUSTS”
cont.

Submissions must also:
Provide part:vendor:product:version

New submissions must meet matching
requirements in Dictionary specification

Comprise all known information that can be
encoded in a CPE name
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USCA K NIST

URI Component Specifics — Vendor

Vendor component guidelines
Based upon DNS name
Most widely used organization name
Software developer or maintainer name
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WSCAR NIST

URI Component Specifics — Product

Product component guidelines

Attempt to identify most technically correct
product name within component

Avoid use of acronyms and abbreviations
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USCA K NIST

URI Component Specifics — Version

Version component guidelines
Vendor version information
Use of change log files, release announcements
Avoid use of “rollup” versions (e.g. 7 vs. 7.0)
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CAPR NIST

Provenance Data

Name instantiation = decision

Reference points
Vendor URL
Vendor change log
Vendor history file
Release announcements
Vendor archive of past releases
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WISCAR NIST

Agenda Focus

History
CPE Dictionary hosted by NVD
CPE Dictionary Management Process
Data Requirements
» Submission Interface
Q&A
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WSCAR
CPE Dictionary Management
Process

Community Engagement
Name Collection

Name Moderation
Name Publication

Process doesn’t need to change to support the new interface
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Submission Interface Demo —
CPE Console Login

Sponsored by ) ‘_ ‘ s NIST

DHS National Cyber Security DMslonIUS-CERT e ;4':1’:;-::; :n::‘i:‘v;:‘;tmlogy
National Vulner*ab ity Iﬁsabase

automating vulnerability manage et Oty measurement and compliance checking

Vulnerabilities Checklists Product Dictionary Impact Metrics Data Feeds Statistics
Home 'SCAP iSCAP Validated Tools | SCAP Events |About Contact fVendor Comments

NVD is the U.S.

gaueHme It (apooyios *¥WARNING**WARNING**WARNING*¥*WARNING**WARNING**
standards based

vulnerability management YOU are accessing a U.S. Government information system, which includes: 1)
data. This data enables  this computer, 2) this computer network, 3) all computers connected to this

automation of network, and 4) all devices and storage media attached to this network or to
vulnerability a computer on this network. You understand and consent to the following:
management, security you may access this information system for authorized use only; you have
measurement, and no reasonable expectation of privacy regarding any communication of data
compliance (e.g. FISMA). transiting or stored on this information system; at any time and for any
_ lawful Government purpose, the Government may monitor, intercept, and
Resource Status 2 . < 2AR 2
search and seize any communication or data transiting or stored on this

NVD contains: information system; and any communications or data transiting or stored on
48377 cVE Vulnershiliie=  Chis information system may be disclosed or used for any lawful Government

purpose.

195 cheddists **WARNING**WARNING**WARNING**WARNING**WARNING**

221 US-CERT Alerts

2538 US-CERT Vuln Notes 5 =
: Please log in first
6908 OVAL Queries

35222 CPE Names Username: cpe_submitter

Last updated: Sun Oct
30 11:05:51 EDT 2011

CVE Publication rate: Signin |
15.8 S

Password:

Email List
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USCA i~ NIST
Submission Interface Demo —
CPE Console Dashboard

[ File  Admin  View

Welcome, Submitter Role!

CPE Search | CPE Requests [
Keyword: { ||_search Advanced Options...
Statug| P | Vendor Product Version Update Ed. (Le¢| SWEd. | TSW | THW | Lang| Other

Show URI & Title...

29 11/01/2011 7th Annual ITSAC - Crystal City, Virginia



WSCAR NIST
Submission Interface Demo —
Keyword Search (component view)

File Admin View

Welcome, Submitter Role!

CPE Search | CPE Requests [
Keyword: |acrobat Advanced Options...
KEYWORD=acrobat

Status| P | Vendor Product Version Update Ed. (Lei| SWEd.| TSW | THW| Lang| Other
Officiz| a | adobe acrobat |4}
Officiz| a | adobe acrobat_3d

Officiz| a | adobe acrobat_business_tools

Officiz| a | adobe acrobat_elements

Officiz| a | adobe acrobat_reader

Officiz| a | adobe acrobat 3.0 |
Officiz| a | adobe acrobat 31

Officiz| a | adobe acrobat 4.0

Officiz| a | adobe acrobat 405

Officiz| a | adobe acrobat 4053 l
Officizl_a dAah. hat ADE y
Showing 1 -20 of 144 Goto Page 2 3 4 5 6 7 8 Results perPage | 20 |~ | Show URI & Title...

30 11/01/2011 7th Annual ITSAC - Crystal City, Virginia



UﬂLAﬁ NIST
Submission Interface Demo —
Keyword Search (URI / Title view)

File Admin View

Welcome, Submitter Role!

CPE Search | CPE Requests [~
Keyword: lacrobat | [ Search J Advanced Opticns...
KEYWORD=acrobat

Status CPE Name Title (en_US)

QOfficial (Draft)| cpe:-a:adobe:acrobat Adobe Acrobat =

Official (Draft)| cpe:/a:adobe:acrobat_3d Adobe Acrobat 3D

Official (Draft)| cpe:/a:adobe:acrobat_business_tools Adobe Acrobat Business Tools

Official (Draft)| cpe:/a:adobe:acrobat_elements Adobe Acrobat Elements

Official (Draft)| cpe:/a:adobe:acrobat_reader Adobe Acrobat Reader

Official (Draft)| cpe:/a:adobe:acrobat:3.0 Adobe Acrobat 3.0

Official {(Draft)| cpe:/a:adobe:acrobat:3.1 Adobe Acrobat 3.1 m

Official (Draft)| cpe:/a:adobe:acrobat:4.0 Adobe Acrobat 4.0

Official (Draft)| cpe:/a:adobe:acrobat:4.0.5 Adobe Acrobat 4.0.5

Official (Draft)| cpe:/a:adobe:acrobat:4.0.5a Adobe Acrobat 4.0.5a

Official (Draft)| cpe:/a:adobe:acrobat:4.0.5c Adobe Acrobat 4.0.5c -]

Of fama=1_LT £ s PTG oy gy ot - C 0O A=) A ot C 0O Y.

Showing 1 -20 of 144 Goto Page 2 3 4 5 6 7 8 Results per Page | 20 Al Show Components...
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WSCAR NIST
Submission Interface Demo —
Advanced Search Options

File Admin View

Welcome, Submitter Role!

CPE Search | CPE Requests | =

Keyword: | |[_search | Hide Advanced Options

Keyword Search Onlyin: 7 vendor [] Product [] Version [] Update [] Edition

Part: Update [—] Software Ed. [::I
a Language Target SW
ooy e o9 (A 7] S —
0
Version '—l Edition == Other I:I
(Legacy)
Status| P | Vendor Product Version Update Ed. (Le¢| SWEd. | TSW | THW | Lang| Other

Show URI & Title...
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NIST

Submission Interface Demo —
Advanced Search Options cont.

File Admin View

CPE Search | CPE Requests |

Welcome, Submitter Role!

v

Keyword:| H Search ]

Keyword Search Onlyin: [ vengor [] Product [] Version [] Update [] Edition

Hide Advanced Options

Part: n Update I:J Software Ed. |:|
Vendor l ciseo | - ] Language n Target SW :‘
s [ ] e N s ]
(Legacy)

vendor=cisco, part=h

Status| P | Vendor Product Version Update Ed. (Le:| SWEd.| TSW | THW| Lang| Other
Officie| h | cisco 2000_wireless_lan_controller =
Officie| h | cisco 2100_wireless_lan_controller =l
Officie] h | cisco 2700_wireless_location_appliance

Officic| h | cisco 4100_wireless_lan_controller =
LOfficizl h | cisea 4400 wirsless lan_contraller ¥
Showing 1 -20 of516 Goto Page 2 3 4 5 6 7 9 10 Next Results perPage |20 |~ | Show URI & Title...
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WISCAR

Submission Interface Demo —
Advanced Search Options cont.

File Admin View

CPE Search | CPE Requests. [

Welcome, Submitter Role!

v

Keyword: [ | [ Search ] Hide Advanced Options
in: ‘endor rodu ‘ersion pdate ition
Keyword Search Only in D Vend D Product D Vi D Updat D Editi
wnsor s B e T— o O —
(Legacy)
vendor=cisco, part=h ¢
Status CPE Hame Title (en_US)
Official {(Draft)|cpe:/h:cisco:2000_wireless_lan_controller Cisco 2000 Series Wireless LAN Controller =
Official (Draft)|cpe:/h:cisco:2100_wireless_lan_controller Cisco 2100 Series Wireless LAN Controller 5
Official (Draft)| cpe:sh:cisco:2700_wireless location_appliance Cisco 2700 Wireless Location Appliance
QOfficial (Draft)| cpe:/h:cisco:4100_wireless lan_controller Cisco 4100 Series Wireless LAN Controller
Official (Draft)| cpe:/h:cisco:4400_wireless lan_controller Cisco 4400 Series Wireless LAN Controller T
showing 1.~ 20516 GathFage 2 3 4 5 6 7 8 10 Next ResultsperPage |20 | | Show Components...
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USCA i~ NIST
Submission Interface Demo —
Tabbed Page Navigation

File Admin View

Welcome, Submitter Role!
CPE Search | CPE Requests. [~

Keyword: [ cronat | search | Advanced Options..

KEYWORD=acrobat

Status| P | Vendor Product Version Update Ed. (Le/| SWEd.| TSW | THW| Lang| Other
Officiz| a | adobe acrobat 10.0.3
Officiz) a | adobe acrobat_reader 10.0.3
Officiz| a | adobe acrobat_reader 944
Officiz| a | adobe acrobat 944

SIOMAD IS 0P, SotefRls 5 2 3 4 5 6 7 Results perPage | 20 | - Show URI & Tile...
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WISCAR NIST
Submission Interface Demo —
CPE Detalls View

File Admin View

Welcome, Submitter Role!

CPE Search | CPE Requests | [~

Keyword: |acrobat H Search j Advanced Options...

KEYWORD=acrobat Copy to CPE Clipboard

Status| P | Vendor Product Version Update Ed. (Lei| SWEd.| TSW | THW| Lang| Other
Officiz| a | adobe acrobat 10.0.3
Officiz| a | adobe acrobat_reader 10.0.3
Officic| a | adobe acrobat_reader 944
Officiz| a | adobe acrobat 944

Showing 141 - 144 of 144 Go to Page

1 2 3 4 5 6 7 Results per Page | 20 v | Show URI & Title...
— N
¥
cpe:/a:adobe:acrobat:10.0.3 | CPEURI | ~ | [ copyto Clipboard |
Created 06/09/2011 Modified 06/30/2011 Status Official (Draft) NVD ID 148951
Metadata
Title Adobe Acrobat X (10.0.3) en_US

CPE Detall
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Submission Interface Demo —
CPE Detalls View (webpage)

Mission and Overview

NVD is the U.S.
government repository of
standards based
vulnerability management
data. This data enables
automation of
vulnerability
management, security
measurement, and
compliance (e.g. FISMA).

Resource Status

NVD contains:
48377 CVE Vulnerabilities
195 Checklists
221 US-CERT Alerts
2538 US-CERT Vuln Notes

6908 OVAL Queries
35222 CPE Names
Last updated: Sun Oct
30 11:35:35 EDT 2011
CVE Publication rate:
15.8

Email List

NVD provides four mailing
lists to the public. For
information and
subscription instructions
please visit NVD Mailing
Lists

Workload Index

Vulnerability Workload
Tndev: Q NA

37

CPE Summary for cpe:/a:adobe:acrobat:10.0.3

Return to Search Listin

cpe:/a:adobe:acrobat:10.0.3

Part: a
Vendor: adobe
Product: acrobat
Version: 10.0.3
Revision:

Edition:

Language:

Software Edition:
Target Software:
Target Hardware:
Other:

Metadata
Title | Title Text

Adobe Acrobat X (10.0.3)

CPE Usage

\View Vulnerabilities:

11/01/2011

Created On: 06/09/11
Last Modified On: 06/30/11

, Title Locale
en_US

7th Annual ITSAC - Crystal City, Virginia




WISCAR

NIST

Submission Interface Demo —
CPE Details View (console

| File

Admin

View

CPE Search l CPE Requests

| CPE Search

http://web.nvd.nist.gov/view/cpe/searchicid=2

Welcome, Submitter Role!

=

Keyword: [acrobat H Search J Advanced Options...
KEYWORD=acrobat Copv to CPE Clipboard
Statu:| P | Vendor Product Version Update Ed.(Le| SWEd.| TSW| THW| Lang| Other
Offici| a | adobe acrobat 10.0.3
Officiz) a | adobe acrobat_reader 10.0.3
Offici¢| a | adobe acrobat_reader 944
Officiz| a | adobe acrobat 944
Showing 141 -144 of 144  GotoPage 3 4 5 6 7 3 Results per Page | 20 |~ | Show URI & Title...

cpe:/a:adobe:acrobat:10.0.3 CPE UR [~ | [ copyto Clipboard

Created 06/09/2011 Modified 06/30/2011 Status Official (Draft) NVD ID 148951

Metadata | Usage
% Vulnerability Checklist CCE Usage Search Refresh
Q ID Description
w
o
%)

Double-click on an item to view it.
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Submission Interface Demo —

New Request to Create CPE

NIST

File.  Admin View

New Request to Create CPE
New Request to Modify Selected CPE

Welcome, Submitter Role!

[ - ]I Search Advanced Options...
Statug| P | Vendor Product Version Update Ed. (Le¢| SWEd. | TSW | THW | Lang| Other
Show URI & Title...
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ISCAR NIST
Submission Interface Demo —

Enter Description and Number (2)

Create Request for New CPE X
Description Submitter cpe_submitter
Enter a brief description of Description Create new CPEs forAdobe Acrobat 10.1 and
this request. Tell us how 1011 g >

many CPE you want to
create. Values can be
changed later; if necessary.

Number of new CPE =

_ Finish | Cancel
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Submission Interface Demo —
Edit URI Confirm Dialog

Confirm

This request has an incomplete CPE URI. Edit

41 11/01/2011 7th Annual ITSAC - Crystal City, Virginia
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WSCAR NIST

Submission Interface Demo —
Edit CPE Attributes Dialog

EditCPE

CPER-2011-8 - New

Suggested
Values

Component| Current Value Proposed Value

part=
vendor=
product=
version=
update=
edition=
sw_edition=
target_hw=
target_sw=
other=

language=

Save &EditNet CPE || Save | cancel
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Submission Interface Demo —

Add CPE Attributes (10.1)

CPER-2011-8 - New

43

Edit CPE X
| cpe:/a:adobe:acrobat:10.1
Suggested
Values
Component| CurrentValue | Proposed Value
part= a
vendor= adobe
product= acrobat
version= 101
update=
edition=
sw_edition=
target_hw=
target_sw=
other=
language=
Save & EditNet CPE ||  Save Cancel
11/01/2011 7th Annual ITSAC - Crystal City, Virginia

- |
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NS

Submission Interface Demo —
Add CPE Attributes (10.1.1)

118 - New

FARCPE

cpe:/a:adobe:acrobat:10.1.1

10f2  oihervalues Suggested
- Values
Component| Current Value Proposed Value
part= a
vendor= adobe
product= acrobat
version= 10.1.1
update=
edition=
sw_edition=
target_hw=
target_sw=
other=
language=
Save & EditNext CPE | [ Save&Close | Close
11/01/2011 7th Annual ITSAC - Crystal City, Virginia
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NIST

Submission Interface Demo —

View Names In Request

File Admin View

CPE Search | CPE Reguests | CPER-2011-9

P et

Welcome, Submitter Role!

v

CPER-2011-9 - New
Requestto create 2 CPE added on 10/30/2011 by cpe_submitter

Authority: CPESubmitter Role, NIST, Computer Security Division

Description: Create new CPEs for Adobe Acrobat 10.1 and 10.1.1

CPEs in this Request | Comments | Impact |

Submit for Review

Delete this Request

Edit URI Edit Metadata Pas CPE Clipb Remove Deprecate Make a Copy
Action Status CPE Hame NVD ID
Hew Unofficial {Provisional) | cpe:/a:adobe:acrobat:10.1.1 154114
New Unofficial (Provisional) | cpe:/a:adobe:acrobat:10.1 154115
cpe:/a:adobe:acrobat:10.1.1 CPE URI | »| [ copyto Clipboard

Created 10/30/2011 Modified 10/30/2011 Status Unofficial (Provisional)

Metadata | Usage

NVD ID 154114

CPE Detall
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WISCAR NIST
Submission Interface Demo —
Comments Tab View

File Admin View

Welcome, Submitter Role!

CPE Search | @Eﬁggyeg;s_,l CPER-2011-8 | CPER-2011-9 E
SR = Submit for Review Delete this Request
; Delele this mequest
Requestto create 2 CPE added on 10/30/2011 by cpe_submitter
Authority: CPESubmitter Role, NIST, Computer Security Division

Description: Create new CPEs for Adobe Acrobat 10.1 and 10.1.1

| CPEsin this Request | Comments | Impact |

Comment on this Request

| cPE URI | || copyto Clipboard
Created 10/30/2011 Modified 10/30/2011 Status Unofficial (Provisional) NVD ID 154115

Metadata | Usage

CPE Detall
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SCAF NIST

Submission Interface Demo —
Impact Tab View

File Admin View

Welcome, Submitter Role!

CPE Search | CPE Requests | CPER-2011-8 CPER-2011-9 E
CPER-2011-9 - New T o ;
i Delete this Request
Requestto create 2 CPE added on 10/30/2011 by cpe_submitter :Iu ULIOL R E o, léte Inis Reques
Authority: CPESubmitter Role, NIST, Computer Security Division

Description; Create new CPEs for Adobe Acrobat 10.1 and 10.1.1
CPEs in this Request | Comments | impact |

Vulnerability L

Refresh

1D Description
CVE-2011-2442 Adobe Reader and Acrobat 8.x before 8.3.1, 9.x before 9.4.6, and 10.x before 10.1.1 allow attackers to execute arbitrary code via unspecified vectors, related to a "logic error vulnerability.”

A
CVE-2011-2441 Multiple stack-based buffer overflows in CoolType.dll in Adobe Reader and Acrobat 8.x before 8.3.1, 9.x before 9.4.6, and 10.x before 10.1.1 allow attackers to execute arbitrary code via unspecified vectors.
CVE-2011-2440 Use-after-free vulnerability in Adobe Reader and Acrobat 8.x before 8.3.1, 9.x before 9.4.6, and 10.x before 10.1.1 allows attackers to execute arbitrary code via unspecified vectors. —

CVE-2011-2439 Adobe Reader and Acrobat 8.x before 8.3.1, 9.x before 9.4.6, and 10.x before 10.1.1 allow attackers to execute arbitrary code via unspecified vectors, related to a "memory leakage condition vulnerability.”

CVE-2011-2438 Multiple stack-based buffer overflows in the image-parsing library in Adobe Reader and Acrobat 8.x before 8.3.1, 9.x before 9.4.6, and 10.x before 10.1.1 allow attackers to execute arbitrary code via

a |

unspecified vectors.
Double-click on an item to view it.
Showing 1 -12 Go to Page 5 =)
| Results perPage | 20 |~ |
CPE URI | || copyto Clipboard
Created 10/30/2011 Modified 10/30/2011 Status Unofficial (Provisional) NVD ID 154115

Metadata |

CPE Detall

11/01/2011 7th Annual ITSAC - Crystal City, Virginia

N
\l




=]

UJL&’%\ i NIST

Submission Interface Demo —
Edit Metadata (Add Reference)

CPER-2011-8 - New
e s , | metadata for cpesia:adobe:acrobat:10.1.1 %
| Metadata Type |+
Reference
Title
No metadata of this type exists
4 Pt | [ b_NextCPE | [ @ Add Metadata | [ € Close |

CPE Detall
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=LA NIST

Submission Interface Demo —
Edit Metadata (Add Reference Data)

Metadata for cpeia:adobe:acrobat:10.1.1 *

Metadata Type | Reference | ”'74

External references to additional descriptive material. Each reference cons f a piece of text (intended
to be human-readable} and a URI (intended to be a URL pointing to a real resource).

Add New Field X
s 3
Suggested Values
Reference Text Vendor Release Notes for Adobe
Acrobat
Reference Href | http://kb2.adobe.com| ]
Cancel Add Field

d [ b NextCPE | [ @ AddMetagata | [ @ Ciose |
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NIST

Submission Interface Demo —
Edit Metadata (View Reference)

File Admin View

CPE Search |

CPE Reguesis | CPER-2011-8

CPER-2011-9 - New :
Request to create 2 CPE added on 10/30/2011 by cj= '

Authaority;

Description:

CPESubmitter Role, NIST, Cony

Create new CPEs for Adote Acrobd

Welcome,; Submitter Role!

[-]

CPEs in this Request | Comments l Impact I

Metadata Type Reference

External references to additional descriptive material. Each reference consists of a piece of text (intended
to be human-readable) and a URI (intended to be a URL pointing to a real resource).

Reference Text

Submit for Review } Delete this Reguest

Reference Href

Edit URI Edit Metadata
Vendor Release Notes for Adobe Acrobat hitp://kb2.adobe.com 1)
Action Status CPE Na; NVD ID
New Unofficial (Px t:):ie:/’ahE 154114
New Unofficial (Pr| cpe:/a 154115
cpe:/a:adobe:acrobat:10.1.1 | 4 Prevous oot | [b_NedCPE | [© AdaMetagata | [(@ Ciose | | CPE UR |~ | | copyto Clipboard
B Created 10/30/2011 NVD ID 154114
o —_— s
Q | pstadata | Usage =
w
o
(5}
50 11/U1L/20U11 /N ANnual 11 SAC — Lrystal City, virginia




SCAF

NIST

Submission Interface Demo —
Edit Metadata (Add Title)

CPE Search | CPERequests | cPErR-20119 |

TR AT AL T LI T AT

v

CPER-2011-9 - New

Requestto create 2 CPE added on 10/30/2011 by ¢

Authority: CPESubmitter Role, NIST, Conj

Description: Create new CPES for Adobe Acrobg

CPEsin this Reguest | Cemments ’ Impact I

Edit URI Edit Metadata

Action Status CPE Haj

Hew Unofficial (Pr| cpe:/al

Hew Unofficial (Pr| cpe:/a

cpe:/a:adobe:acrobat:10.1.1

Created 10/30/2011

Metadata | Usage l

Metadata Type

Check_reference
Note

Reference
Title:

Submit for Review Delete this Reguest

HYD ID

No metadata of this type exists

154114
154115

| cPE URI | +| [ copyto Clippoard

| 4 Previous CFE | [ b NextCPE | [ @ Add Metadata | [ @ Close |

NVD ID 154114

CPE Detall
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Submission Interface Demo —
Edit Metadata (Add Title Data)

Metadata for cpei/a:adobe:acrobat:10.1.1

Metadata Type

Human

| Title

-readable title of the name.

Add New Field

Title Text

Title Locale

Suggested Values

Adobe Acrobat X (10.1.1)

en_US

|

Cancel | AddField |

> () Title Text
» (] Title Locale

[ b NextcPE | [

) Add Metadata | [ @ Close |

11/01/2011
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Submission Interface Demo —
Remove CPE From Request

53

4 Confirm

CCCCCC
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y S CAF NIST

Submission Interface Demo —
Make a Copy

CPER-2011-8 - New

Confirm

Make a Provisional copy of
cpe:/a:adobe:acrobat10.1.1?

OK H Cancel

CPE Dotall
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WISCAR NIST
Submission Interface Demo —
Name Preview — On Double-Click

55 11/01/2011 7th Annual ITSAC - Crystal City, Virginia



y;i(.i-\i"’

Submission Interface Demo —
Name Preview — Submit for Review

File Admin View

(CPE Search | CPE Requests

CPER-2011-9

Welcome, Submitter Role!

v

CPER-2011-9 - New
Requestto create 2 CPE added on 10/30/2011 by cpe_submitter

Submit for Review Delete this Request

Authority: CPESubmitter Role, NIST, Computer Security Division
Description: Create new CPEs for Adobe Acrobat 10.1 and 10.1.1
CPEs in this Request | Comments. | Impact |
Edit URI Edit Metadata Pas _PE Clipb Remove Deprecate Make a Copy
Action Status CPE Hame NVD ID
New Unofficial {Prowisional) | cpe:/a:adobe:acrobat:10.1.1 154114
New Unofficial (Provisional) | cpe:/a:adobe:acrobat:10.1 154115

cpe:/a:adobe:acrobat:10.1.1 CPE URI | +|[ copyto Clipboard

Created 10/30/2011

Metadata | Usage

Modified 10/30/2011 Status Unofficial (Provisional) NVD ID 154114

CPE Detall
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Submission Interface Demo —
Submit CPE for Review
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ISCAR NIST

Submission Interface Demo —
Comment to Reviewer (Optional)

. Comment to Reviewer X

4 Optional. Enter a note to the reviewer to accompany this request.

.| |Name submitted modeled from existing entry for same vendor, product, earlier versions.
Vendor release notes included as metadata to name request.

Submit Cancel

CPE Detall
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Submission Interface Demo —
Submitted Request Confirmation

Request submitted.
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WISCAR

Submission Interface Demo —
Submitted Name Restricted

NIST

File

Admin

View

| CPE Search | CPERequests | CPER-2011-9

Welcome, Submitter Role!

v

CPER-2011-9 - Review

Requestto create 2 CPE added on 10/30/2011 by cpe_submitter
Authority: CPESubmitter Role, NIST, Computer Security Division

Description; Create new CPEs for Adobe Acrobat 10.1 and 10.1.1

CPEs in this Request | Comments | impact |

Action Status CPE Nane H¥D ID
HNew Unofficial (Provisional}|cpe:/a:adobe:acrobat:10.1.1 154114
Hew Unofficial (Provisional) | cpe:/a:adobe:acrobat:10.1 154115
cpe:/a:adobe:acrobat:10.1.1 CPEURI |~ | [ copyto Clipboard
Created 10/30/2011 Modified 10/30/2011 Status Unofficial (Provisional) NVD ID 154114

Metadata

CPE Detall
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SCAF NIST
Submission Interface Demo —
Requests Tab

File  Admin  View J
Welcome, Submitter Role!
| CPE Search | CPE Requests X
CPE Requests
SnoWing ['Requests In Review |+]| Refresh

CPER-2011-9 - Review
Requestto create 2 CPE added on 10/30/2011 by cpe_submitter
Create new CPEs for Adobe Acrobat 10.1 and 10.1.1

cpe:/a:adobe:acrobat:10.1.1 CPE URI | || copyto Clipboard

Created 10/30/2011 Modified 10/30/2011 Status Unofficial (Provisional) NVD ID 154114
Metadata | U

CPE Detall

61 11/01/2011 7th Annual ITSAC - Crystal City, Virginia



SCAF

NIST

Submission Interface Demo —
Requests Tab (Dialog Drop-Down)

File  Admin  View

CPE Search | CPE Requests | CPER-2011-9

Welcome, Submitter Role!

v

CPE Requests

Showing Re:

New/Rejected Requests
Requests In Review

Refresh

cpe:/a:adobe:acrobat:10.1.1

Created 10/30/2011

Metadata

Modified 10/30/2011

Il

[ cPEURI |+ | [ copyto Clipboard

Status Unofficial (Provisional) NVDID 154114

CPE Detall
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NIST

Submission Interface Demo —

Request to Modify Selected

CPE

File  Admin View
o

|

New Requestto Create CPE

Welcome, Submitter Role!

v

New Request to Modify Selected CPE

. [m- [ [ Search Advanced Options...

KEYWORD=acrobat Copv to CPE Clipboard

Status P | Vendor Product Version Update Ed. (Le| SW Ed| TSW| THW| Lan¢| Other

Official (Draft) a | adobe acrobat 10.0.3

Official (Draft) a | adobe acrobat_reader 10.0.3

Official (Draft) a | adobe acrobat_reader 944

Official (Draft) a | adobe acrobat 944

SoMNQ AT A ol SoluPRle ¢ 4 5 6 7 Results perPage |20 |~ | Show URI & Title...

cpe:/a:adobe:acrobat:10.0.3

Created 06/09/2011

Metadata | Usage

Modified 06/30/2011

Status Official (Draft)

CPE UR | ~| [ copyto Clipboard

NVD ID 148951

Title Adobe Acrobat X (10.0.3)

CPE Detall

en_US
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/

) G 4

Submission Interface Demo —
Request to Modify (Description)

IS

|

Create Request for Selected CPE e
Description Submitter cpe_submitter N
Enter a brief description of ~ Description e . ]
this request. Check which sx?gtli‘: gs tntg;gd =apanessila-IF)tasle
CPE to deprecate, and ’
which to keep. Values can
be changed later, if
necessary.

| )
Mark which CPE to Deprecate and Keep
o) Q =
It ] o
§g € 3
2
<]
cpe:fa:adobe;acrobat:10.0.3 O ® O
—
LY

Finish Cancel

11/01/2011
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WISCAR NIST
Submission Interface Demo —

Request to Modify (Copy Confirm)

CCCCCC

You must make a provisional copy of this CPE to
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Submission Interface Demo —
Request to Modify (Provisional)

66

Confirm
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ISCAR NIST

Submission Interface Demo —
Reqguest to Modify (Metadata Copy)

CPER-2011-13 - New

| Copy Metadata from Official CPE Xy

cpe:fa:adobe:acrobat10.0.3

The official version of this CPE has additional metadata. Selectthe metadata you want
to keep, if any, and click Save.

M Title

Save H Cancel

CPE Detall
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ISCAR

Submission Interface Demo —
Request to Modify (View Title)

CPER-2011-13 - New

"9 MetadataType | Title -]
‘ Human-readable title of the name.
y Title Text Title Locale
Adobe Acrobat X (10.0.3) en_Us @
= | 4 F £ |[ b 1encre | (@ AddMetadata | [ @ Close |
3
&
O
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IS

) G 4

Submission Interface Demo —
Request to Modify (Add Title)

|

Metadata for cpe:/a:adobe;acrobat:10.0.3 x
Metadata Type | Title [+l
Human-readable titie of the name.
| Title Text [ Title Locale
Suggested Values
Title Text |7 FELRAFLX 722w b(10.0.3) v [y Title Text ol
| ') Adobe Acrobat |
) PFEVAT LA P20 vt
|} Adobe Acrobat 3.0
Title Locale  |ja_JP l ) 7FEVATLX 7oA vk 3.0
|} Adobe Acrobat 3.1
Cancel [ AddField | L PHEYRF LT TOMivh 31 &
Y o
|
4 ) Add Metadata | | €3 Close. |
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SCAF NIST

Submission Interface Demo —
Request to Modify (Title Review)

File  Admin  View |
Welcome, Submitter Role!

CPE Search | CPERequests | CPER-2011-13 ILJ

CPER-2011-13 - New : _ SubmitforReview | Delete this Request
, ; S 3 Delete this Request
Request tc create 1 CPE added on 10/30/2011 by cj R — =

Authority. CPESubmitter Role, NIST, Con| Metadata Type Title [~
Description: Requestto add Japanese (ja-JP) tif] Human-readable title of the name.
CPEs in this Request { Comments i Impact [ Title Text Title Locale
EGtUR  EditMetagata | | Adobe Acrobat X (10.0.3) en_US S1
e A e TFEV AT LZ 7oA vk (10.0.3) ja_JP (ot e
Hew Inofficial (Fr cpe:/a‘ 154118
| CPE URI [+] [ copyte Clipooara

cpe:/a:adobe:acrobat:10.0.3

Created NVDID 154118

Title Adobe Acrobat X (10.0.3)

Title: TREVAT LA P05

CPE Detall

| 4 Previous CFE || b Next CPE | [ @ Add Metadata | [ @) Close |
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Submission Interface Demo —
Request to Modify (Title Review)

File Admin

View

\CPE Search | CPE Requests | CPER-2011-13

Welcome, Submitter Role!

v

CPER-2011-13 - New

Requestto create 1 CPE added on 10/30/2011 by cpe_submitter

Authority:

CPESubmitter Role, NIST, Computer Security Division

Description;: Requestto add Japanese (ja-JP) titles to existing name.

CPEs in this Request

_Comments | Impact |

Submit for Review Delete this Request

Edit URI Edit Metadata

Remaove Deprecate Make a Copv

cpe:/a:adobe:acrobat:10.0.3

Created 10/30/2011

Modified 10/30/2011

Action Status CPE Name N¥D ID
New Unofficial {Px| cpe:/a:adcbe:acrcobat:10.0.3 154118
CPE URI | +| [ Copyto Clipboard

Status Unofficial (Provisional) NVD ID 154118

71

Metadata |
E Title Adobe Acrobat X (10.0.3) en_US
E Title THEVRT L X PO v H(10.0.3) ja_JP
(&)
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‘ﬁli_ii.&%\ i~ INIL
Submission Interface Demo —
Request to Modify (Final Confirm)

=]

p £ Rogue
S = RO

;DERQOH-'.: - New Confirm x
NOTE: This request contains CPE(s) URIs that currently exist in the Dictionary. Ifthe requestis approved, the
) metadata changes associated with the request will be reflected on the existing CPE name (e.q. title
LIRS CTON0 v e » | modifications, notes, provenance data).
Status CPE Name NVD ID
Official (Draf| cpe:/a:adobe:acrobat:10.0.3 148951
s
N o /a adal
| 3 )
-
e
o
- 0
[~
o
Continue ] [ Cancel
¥ ¥ .
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ISCAR NIST

Submission Interface Demo —
Request to Modify (Final Comment)

CPER-2011-13 - News

. Comment to Reviewer

“| Optional. Enter a note to the reviewer to accompany this request.

Adding Japanese title to existing name.

Submit Cancel

CPE Detall
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WISCAR

Submission Interface Demo —

Miscellaneous Functionality

NIST

File  Admin | View

User Info

CPE Search | CPERequests |

Welcome, Submitter Role!

v

Keyword: | [ search Advanced Options...
Status| P | Vendor Product Version Update Ed. (Let| SWEd. | TSW | THW | Lang| Other
Show URI & Title...
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U _a CAF
Submission Interface Demo —
Miscellaneous Functionality

75

User Properties X
Username:  cpe_submitter
FirstName: Submitter
LastName: Role
Organization: NIST, Computer Security Division
CPE Vendor: [unspecified]
Is Yes
Submitter?:
Is Analyst?:  No
Is Authority No
Manager?:
11/01/2011
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USCA K NIST

Steps towards improvement

Process adoption by the CPE community
External name submission via web interface

Planned development activities to support
automated name contribution

Continue import of NVD vulnerability product data
Industry collaboration
Vendor adoption
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MISCAFR NIST

77

- |

Resources

National Vulnerability Database: http://nvd.nist.qov
CPE 2.2 Dictionary: http://nvd.nist.gov/cpe.cfm

Archived CPE 2.2 Dictionaries:
http://static.nvd.nist.gov/feeds/xml/cpe/dictionary

CPE 2.2 Dictionary Statistics: http://nvd.nist.gov/cpe-
stats.cfm

CPE 2.2 Dictionary Search Engine:
http://web.nvd.nist.qov/view/cpe/search

General CPE Information from MITRE:
http://cpe.mitre.org/index.html
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RISCAR NIST

78

Specifications

CPE Specification 2.2:
http://cpe.mitre.org/specification/index.html

CPE Naming Specification Version 2.3 — NISTIR 7695:
http://csrc.nist.gov/publications/nistir/ir7695/NISTIR-7695-CPE-
Naming.pdf

CPE Matching Specification Version 2.3 — NISTIR 7696:

http://csrc.nist.gov/publications/nistir/ir/696/NISTIR-7696-CPE-
Matching.pdf

CPE Dictionary Specification Version 2.3 — NISTIR 7697
http://csrc.nist.gov/publications/nistir/ir7697/NISTIR-7697-CPE-
Dictionary.pdf

CPE Language Specification Version 2.3 — NISTIR 7698:

http://csrc.nist.gov/publications/nistir/ir/f698/NISTIR-7698-CPE-
Languaqge.pdf
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Questions & Answers / Feedback

Christopher McCormick

Senior Consultant
Booz Allen Hamilton

Supporting National Institute of
Standards and Technology (NIST)

christopher.mccormick@nist.gov
mccormick christopher@bah.com
(301) 975 - 4060

Exhibit Booth #104

79 11/01/2011 7th Annual ITSAC - Crystal City, Virginia


mailto:christopher.mccormick@nist.gov
mailto:mccormick_christopher@bah.com

80

lvE

A

NIST

Backup Slides

11/01/2011 7th Annual ITSAC - Crystal City, Virginia



2009 CPE Dictionary Growth
Statistics
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2010 CPE Dictionary Growth
Statistics
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® Modified Entries
® New Entries
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2011 CPE Dictionary Growth
Statistics

W Deprecated Entries
® Modified Entries
® New Entries
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Submission Interface Demo —
Copy

l

Format Dropdown Menu for

NIST

File  Admin  View

Welcome, Submitter Role!

[

CPE Search | CPE Requests

Keyword: [acrobat ||_search Advanced Options...
KEYWORD-=acrobat Copy to CPE Clipboard
Statu:| P | Vendor Product Version Update Ed. (Le| SWEd.| TSW| THW| Lang| Other
Offici| a | adobe acrobat 10.0.3

Officiz| a | adobe acrobat_reader 10.0.3

Officiz| a | adobe acrobat_reader 944

Officiz| a | adobe acrobat 944

Showing 141 -144 of144  GotoPage 4 3 4 5 6 7 Results perPage | 20 |~ Show URI & Title...

cpe:/a:adobe:acrobat:10.0.3

Created 06/09/2011

Modified 06/30/2011

Status Official (Draft)

CPE WFN

|| Copyto Clipboard

Metadata Comma-separated
= = XML
s Title Adabe Acrobat X (10.0.3) en_US CPE Matching String
w
S
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